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Introducing
the TIPJar

BY PENELOPE R. GLOVER

T

echnology offers a seemingly
boundless array
of opportunities: It
can provide targeted
learning to students with
diverse abilities, make
instruction available
to anyone with a computer and an Internet
connection, and aid law
enforcement efforts to
safeguard communities.
But this virtual bounty
and the constant change
it imposes also creates
many challenges, some
obvious, others difficult
to discern. Frequently,
the laws and policies that
guide our work can’t and
don’t keep up.
Lozano Smith’s Technology & Innovation Practice (TIP) Group helps
public agencies navigate
this ever-changing
world. We offer expertise on technology
policies, contracts with
educational technology
vendors, and advice on
technology-tinged issues
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as they relate to discipline, public records, and
a list of other matters
public agencies deal with
every day. To help public
agencies navigate these
evolving issues, we’re
introducing the TIPJar
(Technology & Innovation Practice – Jurisprudence and Resources),
which is a quarterly
publication offering tips
on the intersection between law and tech.
What to Expect
Each quarter, we’ll
provide you with news
on the latest legal
developments from
the capitol to the court
house, plus practical
insights on addressing
technology issues from
our attorneys and your
peers in school districts
and municipal agencies.
We’ll also offer practical
tips designed to help you
master technology and
the rules governing it.
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Looking Ahead
For our inaugural issue,
we’re tackling the rise
of ransomware, an
increasingly popular
form of malware that
can infect your systems
and encrypt all of your
agency’s data with the
click of a mouse. Here’s
how it works: Criminals
infect a system with ransomware, locking all of
the data it contains, and
then demand a “ransom”
payment for a “key” to
unlock it. Ransomware
attacks cost victims
$24 million in 2015,
an amount that rose to
$209 million for the first
few months of 2016
alone, according to FBI
estimates. The FBI says
that public agencies are
increasingly the targets
of these attacks.
In this Issue
You’ll find a primer on
ransomware and the
policies you may want to
consider putting in place
to address it, along with

tips for preventing ransomware attacks, what
your notification obligations are if you’re the
victim of a data breach,
and a story about how
one school district
handled a ransomware
attack.
We’re working to make
the TIPJar your go-to
guide for technology
legal issues, so we welcome your suggestions.
If you’d like more information on the issues
covered in this issue of
the TIPJar or any other
technology issue you’re
facing, feel free to get in
touch with an attorney in
our Technology & Innovation Practice Group or
at one of our nine offices
located statewide. 
Penelope R. Glover is Senior
Counsel in Lozano Smith’s
Walnut Creek office and
Chair of the firm’s Technology & Innovation Practice
Group

Information
Practices Act
PUBLIC AGENCY NOTIFICATION REQUIREMENTS
UNDER THE INFORMATION PRACTICES ACT

BY
DEVON B. LINCOLN
AND
ELLEN N. DENHAM

S

tate and federal law
generally require
agencies to protect
the privacy of students,
families and employees.
Statutes like the Family
Educational Rights and
Privacy Act (FERPA)
(20 U.S.C. § 1232g) and
Education Code section
49073 prohibit the
unauthorized disclosure
of student records.
In recent years, the
California Information
Practices Act of 1977
(Civ. Code, § 1798, et
seq.) was amended to
address the specific
threat of electronic data
breaches.
Data breaches can
occur in a number
of ways. Error is the
most common reason
for data breaches,
and many of these
breaches occur when
an agency accidentally
emails out private
data or inadvertently
puts private data on a

public website. Physical
breaches of data can also
result if, for example, a
computer or thumb drive
is stolen or disposed
of improperly and
private data makes its
way into the hands of
an unauthorized third
party. Additionally,
approximately 15
percent of government
records breaches are the
result of malicious online
activity such as malware,
hacking or ransomware.

agencies representing
about 5 percent of
the total breaches.
The breaches are also
becoming increasingly
costly: The FBI estimates
that in 2015, victims
of ransomware attacks
paid approximately $24
million in ransom. In the
first few months of 2016,
that figure skyrocketed
to $209 million.

Data breaches are
widespread and their
effects are growing.
In February 2016,
California’s Attorney
General released
a report on known
breaches from 2012
through 2015 that
affected 500 or more
California residents. In
2015, approximately 178
breaches occurred and
approximately 24 million
records were affected,
with government

The Information
Practices Act requires
public agencies (and
other entities, such as
corporations) to notify
affected California
residents if their
personal information has
been, or is reasonably
believed to have
been, acquired by an
unauthorized party. If
your agency experiences
a data breach which
compromises personal
information, the law now
requires your agency
to provide notice of
the breach to those
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IF YOUR AGENCY
EXPERIENCES A DATA BREACH
WHICH COMPROMISES
PERSONAL INFORMATION,
THE LAW NOW REQUIRES
YOUR AGENCY TO PROVIDE
NOTICE OF THE BREACH TO
THOSE AFFECTED.
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affected. In addition, if
500 or more California
residents are affected,
notice of the breach
must be provided to
the California Attorney
General. Notification
is required by law if
an individual’s name
is disclosed along with
any of the following
items: a Social Security
number; driver’s license
number or California
identification card
number; account number
or credit or debit card
number, along with any
required security code
or password; medical
information; health
insurance information;
or information or data
collected through the
use or operation of an
automated license plate
recognition system. (Civ.
Code, § 1798.29(g).)
Breach notification
is also required if a
username or email
address is disclosed with
a password or security
question and answer
that would permit access
to an online account.
Interestingly,
ransomware is a legal
ambiguity in terms of the
notice requirements set
forth in the Information
Practices Act because
it is not clear whether
the data has been
“acquired” by a third

party, which is the focus
of the Information
Practices Act, or merely
encrypted. Because
the law is unsettled
in this area, it is good
practice to err on the
side of caution and
provide notice of the
breach or, at a minimum,
that a breach may
have occurred. This
will assure affected
individuals that the
proper steps are
being taken to protect
personal data and
demonstrate the
agency’s commitment to
compliance with the law.
To comply with the
Information Practices
Act, the breach notice
must be made “in the
most expedient time
possible and without
unreasonable delay.”
(Civ. Code, § 1798.29(a).)
The notice must also
be written in plain
language and contain the
following information:
• Name and phone
number of the
reporting agency;
• The date of breach
(if known);
• A general
description of the
incident;
• The information
subject to the
breach;
• Whether

•

notification was
delayed due to a
law enforcement
investigation; and
If Social Security
or driver’s license
numbers were
exposed, the notice
must also include
the phone numbers
and addresses of
the major credit
reporting agencies.
(Civ. Code, §
1798.29(d).)

3.
4.

5.

6.

At the discretion of
the reporting agency,
the security breach
notification may also
include information
regarding what the
agency has done to
protect individuals
whose information has
been breached and
advice on steps that
affected individuals
can take to protect
themselves.

breach.
Contact legal
authorities and your
insurance carriers.
Contact legal
counsel to
determine whether
notification to
affected persons
should be provided.
Provide notification
promptly, in the
manner required by
law.
Develop
appropriate notice
documentation in
advance to have
the notice readily
available.

Unfortunately,
data breaches are a
common occurrence.
Understanding
the notification
requirements of the
Information Practices
Act can protect
government agencies
from additional risk. 

If your agency
experiences a data
breach, there are several
steps you can take to
help protect the agency,
including:
1. Immediately
document the
incident by
preparing a
complete report of
what happened.
2. Preserve all
evidence of the
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Devon B. Lincoln is a
Partner in Lozano Smith's
Monterey office and cochair of the firm's Facilities
and Business Practice
Group
Ellen N. Denham is an
Associate in Lozano Smith’s
Walnut Creek Office
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Case Study
Lessons from a Real-Life
Cyberattack
BY
DEVON B. LINCOLN
AND
TRAVIS E. COCHRAN

The Lindsay Unified School District, a K-12
school district that serves over 4,000 students
in California’s San Joaquin Valley, knows
firsthand what a ransomware attack looks
like: The district recently experienced one,
when attackers infected servers through
phishing emails that looked like legitimate
communications. Fortunately, the district had
policies and procedures in place that minimized
the attack’s effects on its servers.
The district agreed to share its experience with
the TIPJar to show readers what an attack looks
like and to help other public agencies be better
prepared for a ransomware attack.
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“

THE DISTRICT HAD ONE SERVER IT
HADN’T YET BACKED UP, LEAVING
DISTRICT LEADERS WITH TWO OPTIONS:
WIPE THE SYSTEM CLEAN AND LOSE
ALL OF ITS INFORMATION OR PAY THE
RANSOM.”

7
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hile the
district’s
network
administrator, Peter
Sonksen, said it’s difficult
to pinpoint the exact
root of the ransomware
attack, Sonksen believes
it stemmed from a
phishing email sent
to several employees,
some of whom either
clicked a link or opened
an attachment in the
email, which allowed the
ransomware to embed in
their computers.

encryption.

The district realized an
attack may be taking
place when several of
its programs stopped
working and employees
began receiving error
messages when they
tried to access files or
run programs. Sonksen
said that both are
common signs of a
malware or ransomware
infection. Unfortunately,
ransomware victims
are often unaware they
are under attack until
it’s already completed

In anticipation of just
such a scenario, the
district had already put
a number of policies
and procedures in place
that were designed
to prevent or at least
mitigate the impact of
cyberattacks. One of
the district’s procedures
entailed making full
backup copies of its
servers on a periodic
basis, and incremental
backups on a more
frequent basis. The
backups helped the
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Once that occurred,
the district received a
pop-up web page that
confirmed its files had
been encrypted and
demanded payment
in Bitcoin to decrypt
the files and restore
access. The web page
also provided an email
address to contact the
attacker and to obtain
additional instructions
for making a ransom
payment.

district immediately
erase most of its infected
servers and reinstall
nearly all of its infected
files and folders with
clean copies.
The district’s IT staff
then worked to clear
ransomware from
employees’ computers,
identifying all employees
whose computers were
infected, wiping them
clean and resetting the
employees’ credentials.
While taking this step,
the district’s IT staff
learned something that
Sonksen said may be
useful to other agencies
dealing with an attack:
The ransomware that
attacked their servers
can attach itself to user
profiles, allowing it to
embed itself in every
computer a user logs
into. That meant that IT
staff had to wipe clean
every computer an
infected user logged into
in order to completely
erase the ransomware
program.

Unfortunately, the
district had one server
it hadn’t yet backed up,
leaving district leaders
with two options: Wipe
the system clean and
lose all of its information
or pay the ransom. After
evaluating factors that
included the amount
and type of information
that would be lost, the
impact of the loss and
the difficulty to recreate
the information, the
cost of paying the
ransom and the risk
that files wouldn’t be
restored after payment
was made, the district
determined that paying
the ransom was its best
option. After making
the payment, the district
received the code
needed to decrypt its
files.
In addition to ridding
itself of the ransomware

infection and restoring
access to its files, the
district quickly sought
to determine whether
any of its information
had been accessed or
taken by the attackers.
In order to protect its
data once it learned
about the infection, the
district immediately shut
down remote access
to its servers. IT staff
repeatedly checked the
district’s filters and web
traffic logs to ensure
that no information
was transmitted offsite
during the ransomware
attack. The district also
filed reports with the
local police and the FBI.
When asked for
advice on preventing,
mitigating or addressing
ransomware attacks,
Sonksen and Chief
Business Official Grant
Schimelpfening said

school districts should
prepare by creating
backup copies of
the contents of their
servers so they can
wipe systems clean and
reload information.
They said this is a much
less expensive and risky
approach to resolving a
ransomware attack then
being forced to pay a
ransom to regain access
to files. In the district’s
case, server backups
were instrumental in
mitigating and resolving
the attack.
Sonksen and
Schimelpfening said that
educating employees is
also key: Attackers have
designed phishing emails
that cater to consumers,
and no level of antiransomware software,
network firewall or
web filter can protect
an agency’s servers if
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employees inadvertently
download malware.
The district frequently
sends out instructional
material to employees
and reminders about
identifying and avoiding
malicious content. It
also incorporated a
cybersecurity training
program into its required
annual trainings.
The district’s motto, they
said, is “Be careful what
you click.” 
Devon B. Lincoln is a
Partner in Lozano Smith’s
Monterey office and cochair of the firm’s Facilities
and Business Practice
Group
Travis E. Cochran is an
Associate in Lozano Smith’s
Monterey Office
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Digital Data
Security
~and~

Confidentiality:
PUBLIC AGENCY VULNERABILITIES IN THE AGE OF RANSOMWARE

BY WILLIAM P. CURLEY III AND LEE BURDICK

I

n the action movie
thriller Taken, Liam
Neeson plays a
former CIA operative
and distraught father
on a mission to rescue
his daughter from
kidnappers. Imagine if
Neeson came upon the
kidnapping of his most
valuable, confidential
data and it was being
held for ransom. One
of his most famous
movie lines might read
something like this:

that make me a nightmare
for people like you. If you
let my data go now, that’ll
be the end of it … [I]f you
don’t, I will look for you, I
will find you and I will kill
you.

If you are looking for
ransom, I can tell you I
don’t have money. But
what I do have is a very
particular set of skills.
Skills I have acquired over
a very long career. Skills

For any public agency
administrator, school
district superintendent,
or IT director who has
found their computer
systems breached and
their most confidential
data “kidnapped” and
held for ransom, they
pray for a Liam Neeson
with “special skills” to
rescue it. Unfortunately,
you may end up having
to pay the ransom
instead. And worse, you
may not get the data
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back. Public agencies
are especially vulnerable
to such attacks because
they maintain important,
confidential information.
However, there are
things you can do to
prevent the kidnapping
of your valuable data.
The incidence of
ransomware attacks
in the United States
alone numbered
nearly 4,000 attempts
each day in 2016, an
estimated increase of
300 percent over the
prior year, according to
the U.S. Department of
Justice. Government
agencies are the second
most likely entities
to be targeted with

ransomware attacks,
following the education
sector, according to
cybersecurity experts.
Moreover, according to
Will Bales, a supervisory
special agent in the
FBI’s Cyber Division,
“[R]ansomware does not
discriminate. Whether
it’s a big school district
or a small school district,
they have the same
possibility of being hit.”
Experts are now saying
that the likelihood of a
ransomware attack is
not a matter of “if” but
“when.”
What is Ransomware?
“Ransomware” is a
type of “malware,”
which is software that

THE INCIDENCE OF
RANSOMWARE ATTACKS
IN THE UNITED STATES
ALONE NUMBERED NEARLY
4,000 ATTEMPTS EACH DAY
IN 2016, AN ESTIMATED
INCREASE OF 300 PERCENT
OVER THE PRIOR YEAR,
ACCORDING TO THE U.S.
DEPARTMENT OF JUSTICE.
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is intended to damage
or disable computers
and computer systems.
Imagine a kidnapping
that doesn’t remove the
victim from the premises
(i.e., the agency’s
computer network
or servers), but hides
them from you in plain
sight. Once infected,
ransomware begins
encrypting files and
folders on local drives,
any attached backup
drives, and potentially
other computers on
the same network.
The hackers store a
decryption key in the
malware to be released
when the ransom is paid.
Users and organizations
may not even be aware
their systems are
infected until they can
no longer access their
data or the computer
displays messages
advising them of the
attack and demanding a
ransom to restore it. The
data is always there on
the system; you just can’t
get to it.

business that you know,
but you actually don’t.
Because the email seems
to come from someone
you know, you may be
less vigilant and decide
to provide them the
requested information.

Ransomware can be
downloaded from a
variety of sources.
When it first appeared,
ransomware was
typically delivered
through spam email
requesting that a user
click on an attachment or
link which would, in turn,
download the malware
(“phishing”). More
recently, hackers have
developed targeting
systems known as “spear
phishing,” which involves
an email that appears to
be from an individual or

Unwitting users may
pick up ransomware
while visiting malicious
or compromised
websites that exploit
vulnerabilities in
the user’s computer
software security. An
insidious form of this is
a “malvertisement,” an
online advertisement
which installs malware
and can sometimes
search computers for
bank account and other
information to transmit
back to the source.
Ransomware can also
be dropped as a payload
or downloaded by other
malware. A low-tech but
cunning ransomware
named “Locky” deployed
in 2016 caused
decoy image files to
automatically download
from social media sites
like Facebook and
LinkedIn and, when
the user clicked on
them, they infected
and encrypted users’
systems. Cybersecurity
experts have revealed
that three percent of
government agencies
have been exposed to
Locky and four percent
to another strain
known as “Nymaim,”
the cockroach of
ransomware that serves
as a Trojan to allow
the download of other
malware. Twitter feeds
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and mobile applications
have also been used to
embed ransomware.
As the profitability of
ransomware has grown,
hackers have become
even more sophisticated.
Attackers have been
directly contacting users
in a variety of ways
to encourage them to
open access to their
computers. One way
is a technical support
scam, where the caller
claims to be a Microsoft
support representative,
for instance, who is
checking up on reports
of errors or a malware
infection on the victim’s
computer. The caller
then tells the victim to
download a diagnostic
tool, a connection is
established to the
“troubled” computer,
commands are run,
and dangerous-looking
files and lengthy text
logs are displayed on
the screen, which of
course indicate serious
problems. Meanwhile,
the scammer is infecting
the victim’s system with
ransomware.
Once infected, ransom
demands to rescue
your data can vary.
“Cryptocurrencies” can
include payment options
like Bitcoin (the most
popular), and iTunes
and Amazon gift cards.
Paying the ransom,
however, does not
guarantee a user will get
the key to regain access
to the infected system
or the hostage files.
Therein lies the ultimate

“

More recently,
hackers have
developed
targeting systems
known as “spear
phishing,” which
involves an email
that appears to be
from an individual
or business that
you know, but you
actually don’t.”

dilemma: Do I pay the
ransom or not?
Why Should I Worry?
A public agency’s
data is one of its most
precious and valuable
assets. In February
2017, ransomware shut
down the government
offices of Licking
County, Ohio, including
the police department
network. Licking
is the third-largest
county in Ohio, with
a population of more
than 166,000 residents.
The attack shut down
the government’s
online access and
landline telephones
for approximately a
week. Although the
911 dispatch system
continued to operate
apart from the county’s
main network—as it is
required to do—there is
no doubt that disabling
the government’s
online access placed the
residents at risk.
School districts are also
especially vulnerable.
The inability to access
student or operational
data can be catastrophic
in terms of the
disruption to regular
operations, financial
losses to restore systems
and files, lost revenues
for days the schools
must be closed to
recover from an attack
and the potential harm
to a district’s reputation.
However, a district
should also be very
concerned about its legal
obligations to maintain
the confidentiality of all

student and employee
identifying information.
Under both the Family
Educational Rights and
Privacy Act (FERPA) and
the California Education
Code, school districts are
generally not authorized
to allow access to
student records to any
person without written
parental consent. Other
federal laws further
reinforce school district
obligations to protect
student online data
privacy.
In addition, personal
employee information
is kept in personnel
records, including Social
Security numbers, salary
and benefit information,
addresses, education
and employment
history, and medical
history. An employer’s
legal obligations with
respect to maintaining
the privacy of employee
data are also wideranging and include
protections under the
California Constitution,
the Americans with
Disabilities Act, the
Family and Medical
Leave Act, the Health
Insurance Portability
and Accountability
Act and the California
Fair Employment and
Housing Act.
Most ransomware
attacks do not result in
the disclosure or theft
of private student or
employee information
that would constitute a
“data breach,” triggering
a duty for the agency
to notify affected

parties. However,
some ransomware can
“exfiltrate” a copy of the
personal data from the
systems while the files
are encrypted, and the
IT manager might not
even be aware the data
is being stolen until the
encryption is lifted. If
data has been removed
from the servers and
disclosed to a third
party in violation of the
public agency’s duty
to keep it confidential,
a government agency
might suffer liability
exposure far and above
the price of the ransom
to recover the encrypted
files. The fact that the
disclosure was the
result of an external
cyberattack will do little
to shield the agency
from liability.
What Can I Do to
Prevent a Ransomware
Attack?
Given that ransomware
threats present a short
decision-making window
before the decryption
key is destroyed and
data is possibly lost
forever, government
entities must develop
legal, business, ethical
and tactical perspectives
on these risks and issues
prior to an incident.
In their June 10,
2016 Law360 article,
“Cyber Blackmail and
Ransomware: What
You Need to Know,”
Kristofer Swanson and
Louis Scharringhausen
wrote, “[D]ue to the
nontrivial possibility of
downstream litigation
or regulatory scrutiny,
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many companies
structure their
response efforts under
the leadership of
external legal counsel
to benefit from the
protections against
compulsory production
that [attorney-client]
privilege can provide.”
Of course, there are
plenty of technical
resources available that
outline suggestions for
preventing and detecting
a cyberattack. One such
resource is the tech tips
article in this edition of
the TIPJar.
Conclusion
In a ransomware attack,
there are no action
heroes who can save
your data and punish
the criminals for the
wrong they have
done. However, with
proper planning and an
appropriate response
plan, you can at least
mitigate, and potentially
avoid entirely, the
grave damage that a
ransomware attack
can do to your agency’s
computer systems, your
students’ futures and
your staff’s personal
privacy. 
William P. Curley III is a
Partner in Lozano Smith’s
Mission Viejo and Los
Angeles offices, and cochair of the firm’s Local
Government Practice
Group
Lee Burdick is Senior
Counsel in Lozano Smith’s
Fresno office
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Tech TIPs:
Preventing
Data Breaches
BY LOZANO SMITH

Public agencies are increasingly the targets of malware and ransomware
attacks. So what can you do to protect your agency? The National School
Boards Association (NSBA) offered some tips in Jill Greenfield’s August
2016 Inquiry & Analysis, “Protecting Personal Information: Managing
and Preventing Data Security Breaches.” We share those tips here with
NSBA’s permission. The following is an adapted version of the report’s
advice on preventing data breaches.
TIPJar - Spring 2017
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While the tips were drafted with school districts in mind, cities, counties and other public agencies may also
find them useful. Inquiry & Analysis is a publication available to members of the NSBA’s Council of School
Attorneys, and the full article may be viewed on the association’s website. NSBA has also published a data
security guide, which is available on its website. Visit NSBA’s website at NSBA.org.
Know what data exists, what is being collected and where it is stored.
• Only collect necessary personal information.
• Be transparent with users about what data is collected and how it is used.
Install a firewall, an intrusion detection/prevention system (IDPS) and antimalware software.
Store and transmit data securely.
• Encrypt data that includes personal information stored on servers or on mobile devices.
• Any personal information being transmitted, particularly via email, should be redacted or encrypted.
Control access to data.
• Consider requiring strong passwords and multiple levels of user authentication.
• Set limits on the duration of data access and administrator privileges.
• Determine which personnel have access to specific categories of user personal information.
• Place public access computers on a separate network.
Keep software up to date.
• Develop a patch management plan to keep the system protected.
Delete data when it is no longer needed (subject to state and federal requirements).
Teach employees with access to personal information about appropriate uses for that data.
• Create an acceptable use policy that outlines appropriate uses for the agency’s systems and incorporate
security policies into employee responsibilities.
• Encourage employees to verify who has access to a given network location before saving, posting or
sending personal information.
Instruct employees to be cautious of suspicious advertisements, emails, attachments and websites.
Encourage employees to use cryptic passwords and not to share them.
• Change initial and temporary passwords as soon as possible.
• Use different passwords for work and non-work accounts.
Inventory and secure portable devices.
• Keep laptops in sight or locked to a work station or other secure location.
• To avoid theft, don’t leave papers, computers or other electronic devices visible in an empty car or house.
• Consider extra security measures like encryption for portable devices.
• Monitor inexpensive assets like thumb drives that can contain personal information.
If your agency has a “Bring Your Own Device” (BYOD)/personal device program, establish security policies.
Destroy or securely delete data before reusing or disposing of equipment.
• Securely erase printers, fax machines and photocopiers before resale, disposal or return to vendor.
• Shred paper records with personal information before disposal.
Restrict physical access to areas where personal information is stored.
• Secure access to any areas where sensitive data is stored.
• Consider locking office doors and filing cabinets, installing card access control to offices and having auto
log off functionality on computers.
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Do the due diligence.
• Interview vendors and review their security policies regarding employee background screening and data
management.
• Examine the vendor’s insurance coverage and any prior legal complaints, litigation or regulatory actions,
with your attorney’s assistance.
Know which online services are being used in your agency.
• Have policies and procedures to evaluate and approve online services.
Draft data security contract language.
• Work with your attorney to specify how data should be handled while it is in use and how it will be
returned or erased.
De-identify information that goes to vendors.
Create a response plan.
• Typically, public agencies have crisis management plans in place for emergency situations. Establishing
a similar plan for responding to a data breach will promote better response coordination and a quicker
response. 
Full article: http://cdn-files.nsba.org/s3fs-public/reports/InquiryAnalysis%20-%20Aug%202016.pdf
Data security: http://www.nsba.org/data-security-schools-legal-and-policy-guide-school-boards
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Practical TIP
Got a suspicious or unsolicited email or link to a web
address? One way to find out whether it’s legitimate is to
place the cursor over the email sender’s name or the web
address in order to review the full address from the sender
or to the link. If there are extra characters, symbols, terms
or misspellings in the address, avoid clicking until an IT
specialist can confirm its validity.
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Travis E. Cochran is an Associate in Lozano Smith’s Monterey office where he focuses his
practice on Facilities & Business and Local Government issues for public agencies. He
advises clients on compliance with federal and state regulatory programs.

Ellen N. Denham is an Associate in Lozano Smith’s Walnut Creek Office. Ms. Denham
specializes in Facilities & Business law and Litigation. She has experience representing
clients in real property, business and products liability matters.
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RESIST THE
TEMPTATION TO
BE ORDINARY.
Together with our clients,
we do it every day.
Your lasting impact on students is
a reflection of your commitment
and vision. Here’s to expecting the
extraordinary, each and every day.

Leading with purpose.
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Disclaimer:
These materials and all discussions of these materials are for instructional purposes only and do not constitute legal
advice. If you need legal advice, you should contact your local counsel or an attorney at Lozano Smith. If you are
interested in having other in-service programs presented, please contact clientservices@lozanosmith.com or call
(559) 431-5600.
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gain, nor any derivative work prepared there from, without the express prior written permission of Lozano Smith
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such client.

